HIPAA

1.  HIPAA is an acronym for “Health Insurance Portability & Accountability Act of 1996”

a. HIPAA privacy regulations were effective April 2003

b. HIPAA security regulations were effective April 2005

c. Other aspects of HIPAA include: Transaction Code Sets and NPI (National Provider Identifiers) 

HIPAA Privacy Review

1.  HIPAA Privacy Rule was created to protect the privacy of health-care patients by:

a. Limiting how personal health information (PHI) can be used

b. Requiring security of health records in paper, electronic or other form

c. Letting patients know what their rights are

2.  Patient Rights:

a. See & get copies of their health records (with some exceptions)

b. Ask for corrections to their health records – i.e., if they spot an error

c. Find out & limit how much their PHI can be used

d. Ask for & receive information about how their PHI has been used in the past (with some exceptions)

e. Complain if they believe their HIPAA Privacy Rights have been violated

3. TM Responsibilities for PHI

a. Use & disclose PHI only to perform our jobs

b. Protect PHI in whatever form it exists (verbal, paper, electronic)

4.  PHI can be found:

a. Patient’s chart

b. In conversations between caregivers

c. Arm bands

d. Prescription bottles & pharmaceutical labels

e. Lab phlebotomy sheets

f. Computer screens

g. Billing statements

h. Mailings to patients, faxes, printed e-mails

i. X-rays

5. Methods to protect PHI:

a. Lock cabinets or rooms containing PHI

b. Cover/close chart binders

c. Turn printed information face down

d. Properly dispose of material containing PHI (i.e. – paper documents should be recycled or shredded; plastic or non-recyclable materials should be destroyed by shredding, breaking, cutting, tearing)

e. Place/store equipment containing PHI in a secure location (COWs in the department corrals, fax machines in nursing station)

f. Do not leave unsecured PHI unattended

g. Don’t discuss patients or their care in public locations (i.e. elevators, cafeteria, etc.)

6.  PHI may be used or disclosed:

a. For treatment purposes

b. For the purpose of obtaining payment for treatment

c. To perform healthcare operational tasks (quality assessment, competency determination, fraud and compliance programs, management activities)

d. When you have authorization of the patient or the patient’s personal representative

e. When permitted or required by law (subpoenas, mandatory reporting, health oversight, organ donation, some law enforcement actions, public health activities, disaster relief efforts, government actions for national security, etc.)

f. Any other uses or disclosures that do not fall into the above categories are violations of HIPAA Privacy Rules

7. DO:

a. Speak quietly when likely to be overheard by someone not involved in the care of the patient

b. Avoid using patient names in public areas

c. Share health information needed to treat the patient

8. DON’T:

a. Share PHI with people who don’t have a need to know

b. Share PHI that you are not authorized to disclose

c. Let privacy issues keep you from treating the patient properly

HIPAA Security

1.   General

a. Access only the data required to perform your job

b. Know your department’s Emergency Plan to continue critical business processes during and immediately after a crisis as applicable to you

i. Team Talk > Policies and Procedures > Environment of Care > Emergency Management Department Policies – Computer Failure Section

c.  Ensure vendors wear EJGH issued Vendor ID Badge

d. Report HIPAA Security incidents, violations and risks, as HIPAA is everyone’s responsibility (including HIPAA violations by vendors or business associates)

i. Team Talk > TM Tools > Computer Security

ii. Help Desk for computer intrusion/virus concerns

e.  Log out or lock individually assigned workstations when left unattended

f. Log out of applications containing ePHI when a PC is shared by several workforce members

g. Physically protect devices from theft and inappropriate access (and store in a secure location as appropriate to your department)

h. A white inventory tracking tag should be on all EJGH or vendor devices

i. Anti-virus software must be installed on all devices you use

i. At work, at home and portable devices

j.  If you find unsecured mobile devices unattended or in rooms left unlocked (e.g. classrooms) return the device to the owner, notify the Help Desk or Security

k. Recognize hoax e-mails and DON’T open associated attachments

i. Malicious software is often brought into an organization through e-mail attachments and programs downloaded from Internet

2.  Passwords

a. Create good, secure passwords (upper/lower case alpha, numeric, special characters/symbols, minimum of 6 characters)

b. Safeguard passwords that access a system or transmit and receive ePHI

i. Commit passwords to memory

ii. DO NOT write passwords down

iii. DO NOT share passwords with anyone (even if asked by IT)

c.  Change passwords when prompted (i.e. every 90 days) or if your password is compromised

d. Password protect all portable devices accessing or containing ePHI

i. Including personal devices

ii. Lock all portable devices out of sight

3.  Saving, Transmitting & Downloading

a. DO NOT save ePHI data on your PC or other devices (C: drive) or to removable/portable media (e.g. memory sticks, CDs, zip drives)

i. Includes:  EJGH, vendor, and personal PC or device

ii. Exception:  Physicians may store their patient’s data

b.  Save to your department’s networked shared drive

c. Don’t send e-mails with ePHI to anyone outside the EJGH Groupwise Address Book

d. Don’t transmit ePHI data unless it has been encrypted and password protected

e. Don’t download unauthorized software or any screen savers, as they could have viruses that infect systems

4.  Retention, Termination & Disposal

a. Retain HIPAA related information for 6 years

b. Upon termination:

i. Return all electronic media and EJGH property

ii. DO NOT retain, give away or remove any ePHI or business confidential information

c.  Upon disposal:

i. Personal PCs and devices that have accessed the EJGH network; prior to disposal, must permanently remove (sanitize) ePHI or business confidential information

HIPAA Review

Who can you contact for questions regarding HIPAA Privacy and Security?

· Your supervisor/director

· Administrative representatives

· Jeni Respess, HIPAA Privacy Manager

· Jim Hritz, HIPAA Privacy Officer

· You may also review the hospital’s HIPAA Administrative Policies for answers to many of your questions.

Scenario #1: “Thanks for your help”

You are a nurse who has taken care of a patient for the past month on an almost daily basis.  The patient’s daughter visits every day and you have become friends with her.  You enjoy chatting with the daughter.  One evening the daughter asks whether she can take you out to dinner after your shift is over in appreciation for the wonderful care you have given her mother.  You accept her invitation and have a great evening as friends.  Today is your birthday and during your shift, the daughter presents you with a $50 gift certificate to your favorite store. 

1.  Was any harm done accepting the dinner?
2.  Should you accept the gift certificate?
3.  Does it matter who the gifts come from?
4.  What do the Standards of Conduct say? 

Scenario #2:  “Moonlighting”

You are an advanced practice nurse.  Lately you have had a tough time meeting your expenses.  You have decided to find a part-time job to supplement your income; you know many other nurses at the hospital who have done the same thing.  A pharmaceutical company offers to employ you to assist in marketing pharmaceuticals to physicians and other health care providers in the area.  The company is agreeable to flexible hours so that your part-time duties do not interfere with your full-time hours at the hospital.  You are seriously considering accepting the job knowing that your experience and knowledge will give you the edge in talking with prospective buyers.
1.  What are the issues?
2.  Is there any problem in accepting the job?
3.  Do the Standards of Conduct address this issue?   

Scenario #3:  “Did you hear about ….?”

In the elevator, you overhear a fellow team member talking to a coworker.  She says “Did you know that Dr.  _________ brought his wife to the emergency room last night?  I think it’s a great credit to our hospital that he brought her here, especially since they live in New Orleans and there are other prestigious hospitals closer to where they live.”  You see this physician later in the day and ask him how his wife is doing and he replies, “How did you know she was here?  You are the fifth person this morning to know about this….was it published in the hospital newsletter?”
1.  What are the issues?  
2. Is there an ethical dilemma or ethical violation here?  
3. What, if any harm was done in inquiring about his wife’s condition?  
4. What do the Standards of Conduct and HIPAA regulations say about this?   

Scenario #4:  “The Best of Care”

You are a nurse in the Intensive Care Unit (ICU).  One of the physicians, who admits a good number of patients to the hospital, consistently demands his patients be put in ICU.  Most of these patients do not need Intensive Care.  You recently asked the doctor about this in a careful way.  He advised you, in no uncertain term, that it was his professional judgment that they did need to be in ICU.  You still truly believe that most of this physician’s patients do not require an Intensive Care setting.  
1.  What are the issues in this scenario?
2.  Is this a compliance problem?  What should you do?  
3. What do the Standards of Conduct say about this issue?
4.  Do you have a responsibility to report this concern?  
Scenario #5:  “Charity or Fraud”

You work in the billing department.  One of the physicians has directed that his elderly Medicare patients not be billed for their co-payments as they don’t have the financial resources to make the payments.  When you raised the issue with your supervisor, she stated that a significant number of this doctor’s patients cannot afford treatment and since they can’t pay the co-pay anyway, why bother with billing?  The physician has told the billing supervisor he feels very strongly about this and doesn’t want to discuss the issue again.

1.  Does this violate any of the Standards of Conduct?
2.  Is there anything wrong with the physician’s intentions?
3.  What should you do to address this situation?
Scenario #6:  “Holiday Spirit”

You work in a busy medical surgical nursing unit.  It is the holiday season and staffing on the unit is very tight.  You are in charge on the night shift.  You report to work and make assignments.  You are told when you report to work that one of the scheduled team members is ill and called in for the night shift.  Although attempts were made to obtain additional staffing, there was no additional staff available.  After discussion with the offgoing shift, it is decided that staffing will be adequate for the shift.  As you give the nurses their assignments, you notice the odor of alcohol on the breath of one of the nurses.  She is a little unsteady on her feet and is talking loudly about the holiday party she attended prior to reporting to work.  You are already down by one team member.  

1.  What are your concerns?  
2. What do you do?  
3. Is this a violation of the Standards of Conduct?  Why or why not?
Scenario #7:  “The Curious Healthcare Worker”
A coworker’s neighbor was in an automobile accident earlier today.  The coworker has not had an opportunity to speak with the neighbor’s spouse about his condition.  When the coworker arrives at work, s/he realizes their neighbor has been admitted to another unit in the Hospital.  You see the coworker look up his record in the electronic system to see how he is doing.  The coworker does not share any information with anyone else to your knowledge.
1.  What are the issues in this scenario?
2.  Is this a HIPAA violation?  
3. What should you do?  What do the Standards of Conduct and HIPAA policies say about this issue?
 Do you have a responsibility to report this concern? 
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